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 “Hey! Who Used My Gmail?!"





Which raises the question – 

How can you tell if someone else has used 
(IS using!)

your account?

Happily, Gmail gives you a tool to answer that question,
the “Last Account Activity” control.





Great!  Where is it??



Just log into the 
Gmail Web 
interface and check 
“Account Activity”

Down on the 
bottom right of the 
screen

click details



You'll see type of 
access,

IP address 
(and geographic 
location*), 

And when it occurred.

* my caller appeared to be using her account in Maryland... 
                   ...when she was in Minnesota?



DON'T miss this -  it
will let you terminate 
ALL other sessions, even 
non-active ones.



One caveat:

Sometimes this activity log can be misleading. 

For example, if you access your mail from a cellphone, your 
“location” may be tied to the location of your wireless provider. It may 
appear the mail is being accessed from far away when it really IS 
your access. Check the time and see if it matches a time you were 
using your account (sometimes you can double check by using your 
mobile device and then revisiting the activity log to find where the 
access was seen).



Tampering with your account 
doesn’t require staying logged 

into your account!

Wait, what?!



Intruders in your email account may use the “settings” 
options to change or add filters to your account. This may 
be done by intruders to delete official notices or to have 
copies of your mail sent to the intruder’s own account.

Examine your email account’s settings - click on the “gear” 
icon in the upper right of your inbox display, and choose 
“Settings.” 



On the “Filters” tab, you can review filters that you (or some intruder) may have set:

Be sure to delete any entries that 
have been added without your 
knowledge. You can also review 
filters by choosing “edit.”



Don’t forget to check “Forwarding” as well. Intruders can add a forward 
that copies all your mail to some other address - don’t let them! If you find 
forwarding has been added to your account - REMOVE IT!

From “Settings” click on the Forwarding tab to review current settings for your account.



So - if someone suspects their account is compromised:

● Go to https://my-account.umn.edu/selfservice
● Reset your Internet Password
● Go to http://gmail.umn.edu
● Select the Last Account Activity control and
● Click “Sign Out All Other Sessions”

Note: “Sign Out” will expire session
Cookies - a session from a hijacked 
Session may not be active or show up in
The activity list - the “Sign Out” button
Will close those sessions as well.

https://my-account.umn.edu/selfservice
http://gmail.umn.edu


And, don't forget:
    Phishers sometimes alter account settings.

Check https://my-account.umn.edu/selfservice to make sure your settings (eg. 
self-service secrets) haven't been changed.

Verify that your PeopleSoft settings, such as direct deposit routing information, have 
not been modified. 

If you discover anything changed, report it immediately to abuse@umn.edu for 
guidance.

https://my-account.umn.edu/selfservice
mailto:abuse@umn.edu


Also...
    Phishers sometimes change your name to match the spam they

     intend to send from your account, 
       check to make sure your name is correct!

https://myu.umn.edu

https://myu.umn.edu



